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TO TAKE WHEN YOUR VENDOR HAS

Your vendor’s security testing results, incident response 
plans, and breach notification procedures are just a few 
areas that should be evaluated during initial and 
periodic due diligence to effectively review vendor 
cybersecurity practices. 

Ineffective plans and procedures can expose your 
organization to large amounts of risk, so the key is to 
understand your next steps if your vendor has a poor 
cybersecurity posture.

4 STEPS

Poor Cybersecurity 
Practices

Red Flags to Be Aware of in Your 
Vendor’s Cybersecurity Practices
Cybersecurity risk continues to evolve, which makes it increasingly 
challenging to identify and manage. When reviewing your vendor’s 
cybersecurity practices, be aware of some common red flags:

Insufficient testing
Irregular or incomplete security testing is a red flag that your vendor isn’t 
identifying and remediating weaknesses in their infrastructure. Vendors with 
access to your data should be performing tests on internal and external 
vulnerabilities, penetration, and social engineering at least annually.

EXAMPLE
A vendor uses vulnerability scanning tools to search for vulnerabilities 
in its system. However, they fail to perform any follow up when 
vulnerabilities are identified or don't have a process in place to resolve 
or address findings.

Undeveloped incident management plan
An undeveloped incident management plan indicates your vendor’s inability 
to effectively detect, respond to, and resolve incidents.

EXAMPLE
Undeveloped plans may lack intrusion protection/detection controls, 
a notification process and timeline, patch management process, or a 
cybersecurity insurance policy. 

Minimal employee and vendor management practices
Data protection standards should also extend to your vendor’s employees, 
contractors, and third parties. 

EXAMPLE 
Red flags in this area can include nonexistent confidentiality agreements 
or access management policies, poor data security training, or 
inadequate hiring and background checks. 

Weak data security policy
Your organization’s data may be at greater risk of unintended disclosure if 
your vendor has weak data security policies. 

EXAMPLE
Policies may be considered weak if they fail to address key areas like 
data encryption standards while in transit and at rest, retention and 
destruction, classification, and privacy.

What to Do With a Vendor’s Poor 
Cybersecurity Posture
Once you’ve identified any cybersecurity red flags, it’s important to 
understand what to do next. 

Here are 4 suggestions:

Discuss remediation plans
Depending on the issue, remediation can occur through internal controls, 
vendor controls, or a combination of both. Discuss the plan with your vendor 
to determine the next steps, whether that’s implementing a new security 
control in your system and/or obligating the vendor to retest its infrastructure. 
Remediation plans should be clearly documented with specific actions, time 
frames, and required updates from the vendor.

Consider contract provisions
Consult with your legal team to determine whether you can amend or add 
contract language specific to your vendor’s cybersecurity practices. Consider 
adding relevant provisions such as a right to audit cyber policies, independent 
testing requirements, recovery times, backup responsibilities, and a breach 
notification clause.

EXAMPLE
“Vendor shall maintain an information security program that is designed 
to meet the following objectives: Protect security/confidentiality of Client 
information; Protect against anticipated threats to security and integrity 
of such information; Protect against unauthorized access to or use of the 
information; Ensure proper disposal.”

Increase vendor monitoring
Risk and performance monitoring may need to occur more frequently if you 
discover cybersecurity red flags.

EXAMPLE
Your vendor experienced a data breach within the past 90 days but 
hasn’t retested its incident management plan. You may want to consider 
using a risk alert and monitoring service, which can provide daily, 
weekly, or monthly insights into your vendor’s cyber posture, as needed.

Revisit your exit strategy
Sometimes the red flags are severe enough to warrant a review of your exit 
strategy so you can begin planning the vendor termination. An exit strategy 
should ideally be determined during onboarding, in which your organization 
may select an alternate vendor, bring the outsourced activity in-house, or 
discontinue the activity altogether. It’s especially important to verify how your 
data will be securely returned or destroyed when exiting the relationship.

A vendor’s poor cybersecurity practices should always be 
addressed, but your next steps may look different, 
depending on the situation. Identifying red flags before you 
sign the contract will give you more leverage to obligate 
the vendor to remediate those issues. 

Red flags that are identified after the contract is signed may 
be more challenging to address, but planning your strategy 
can help ensure your organization and customers are 
protected from a vendor’s poor cybersecurity practices.

Download a free sample Point-in-Time 
Cybersecurity Assessment and see how 
Venminder can help reduce your third-party 
risk management workload. 
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