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20 Helpful Vendor Risk 
Management Resources for 2020 
Prepping for this year? Here’s a list of our top 20 most popular 
and handy vendor risk management resources to keep on file. 

Model Vendor Due Diligence Checklist

What are the due diligence items you need to consider 
when reviewing your vendors? 

While we all recognize that vendor risk management is 
not a checklist exercise, we thought it would be helpful to 
have a list handy to refer to when thinking through the 
due diligence items you should be performing on your 
vendors. 

Download this checklist to:
• Learn what items you should consider gathering 
• Keep track/check off each item as you complete 

your process 
• Have confidence thorough due diligence has been 

performed

Download Now

1

https://hubs.ly/H0g799j0
https://www.venminder.com/hubfs/Website_Downloads/Checklists/Venminder_-_Model_Vendor_Due_Diligence_Checklist.pdf
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Due Diligence Checklist for Low, 
Medium and High-Risk Vendors 

Due diligence should be based on the risk level of your 
vendor. Your process should also be tailored to match the 
product or service provided by your third party vendor. 

We’ve put together a checklist on specific common due 
diligence items you need to gather based on if your vendor 
is classified as low, medium or high risk. 

Download this checklist for:
• What base-line due diligence is and why it’s important 
• Common due diligence items for low, medium and 

high-risk vendors 
• How to determine if you need additional due 

diligence for your vendor 

Understanding the Differences Between 
a Vendor SOC 1, 2, 3 

As part of your vendor risk management, you should be 
asking many of your vendors for a SOC report, especially 
your critical or high-risk vendors. 

To help guide you and your team in understanding what 
those differences are, we’ve created a simple one-page 
infographic. 

Download the infographic to learn the definitions of each 
type of SOC report and how they can benefit your 
organization. 

Download Now

Download Now

2

3

https://hubs.ly/H0g799j0
https://www.venminder.com/hubfs/Website_Downloads/Infographics/Venminder_-_Understanding_the_Differences_Between_a_Vendor_SOC_1,_2,_3.pdf
https://www.venminder.com/hubfs/Website_Downloads/Infographics/Venminder_-_Due_Diligence_Checklist_for_Low,_Medium_&_High_Risk_Vendors.pdf
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The Vendor SOC Dictionary  

Download our dictionary on SOC report terminology. As 
part of your vendor risk management, you should be asking 
each of your vendors for a SOC report, especially your 
critical or high-risk vendors. 

To help guide you and your team in understanding some 
of the most common terms found in a SOC report, we’ve 
created a simple dictionary for you to download. 

How to Do Vendor Due Diligence 
Reviews: The Complete Breakdown 

Due diligence is a fundamental component of any third 
party risk program. 

When done correctly, it tremendously helps prevent risk to an 
organization and customers. Analyzing the documentation 
can become overwhelming. 

In this eBook, we will break down how to do vendor due 
diligence reviews on 5 of the most common reports we see 
every day. 

Download our eBook to learn:
• How to analyze vendor SOC reports 
• Reviewing a vendor’s cybersecurity process 
• How to deal with vendor contract reviews 
• What to watch out for in the due diligence reports 

Download Now

Download Now

4

5

https://hubs.ly/H0g799j0
https://www.venminder.com/hubfs/Website_Downloads/eBooks/Venminder_-_How_to_Do_Vendor_Due_Diligence_Reviews_-_The_Complete_Breakdown.pdf
https://www.venminder.com/hubfs/Website_Downloads/eBooks/Venminder_-_The_SOC_Dictionary_2019_Edition.pdf
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10 Tips for Collecting Vendor Due 
Diligence Documents 

A primary pain point organizations are currently facing in third 
party risk is the document collection process. 

While it may be a time-consuming process, it’s crucial that you 
handle each step thoroughly. That’s why we’ve put together 
this infographic with 10 tips to help you collect vendor due 
diligence documents more efficiently. 

Download this infographic for: 
• 10 tips for collecting vendor due diligence documents 
• A breakdown of why each step is important 
• Expert advice on the document collection process

Third Party Risk Management Checklist 

In order to meet regulatory requirements and have a 
successful third party risk management program, it’s 
important that you have all of the necessary documents 
and procedures in place. 

Whether you’re just getting started or simply are looking to 
refresh your program, use this comprehensive checklist to 
guide you to successful vendor management. 

Download Now

Download Now

6

7
Download this checklist for: 

• A list of due diligence items we often see 
• What to do for contract management, reporting and more 
• Best practices and tips to guide throughout the lifecycle 

process 
• A print-friendly checklist 

https://hubs.ly/H0g799j0
https://www.venminder.com/hubfs/Website_Downloads/Checklists/Venminder_-_Third_Party_Risk_Management_Checklist.pdf
https://www.venminder.com/hubfs/Website_Downloads/Infographics/Venminder_-_10_Tips_for_Collecting_Vendor_Due_Diligence_Documents.pdf
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Inherent vs. Residual Vendor Risk 

Determining the inherent risk and the residual risk of 
your third parties is a key element of doing a robust risk 
assessment properly. 

Vendor Risk Management Examination 
or Audit Preparation Guidebook  

Are you struggling to meet exam or audit requirements? 
The best strategy for preparing for an examination or audit is to 
constantly be ready – that means preparing well ahead of time and 
keeping everything up-to-date. 

In this eBook, we get practical on what to expect, what to               
do and when.  

Download the eBook for:
• The items you should have prepared now ahead of a potential 

exam or audit window 
• What happens when you get the notice of the exam or audit 
• What the examiner or auditor will expect from you once 

they’ve arrived 

Download Now

Download Now

8

9

But, what is the difference between inherent and 
residual risk? We have it covered in this infographic. 
 
Download the infographic to learn: 

• How inherent risk is defined 
• How determine inherent risk 
• Why residual risk is never higher than inherent risk 
• 4 important tips you need to follow 

https://hubs.ly/H0g799j0
https://www.venminder.com/hubfs/Website_Downloads/eBooks/Venminder_-_Vendor_Risk_Management_Examination_or_Audit_Preparation_Guidebook.pdf
https://www.venminder.com/hubfs/Website_Downloads/Infographics/Venminder_-_Inherent_vs._Residual_Vendor_Risk.pdf
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10

11

Vendor Risk Management Cheat Sheet 

Need a quick tool to navigate vendor risk management? 
There are several critical elements your vendor risk management 
program should have that will greatly contribute to your success.  

To help, we’ve put together a quick reference guide (a.k.a. our 
cheat sheet). Whether you’re new to vendor risk management or 
want to take your program to the next level, our cheat sheet will 
help lay the foundation. 

Download the cheat sheet for:
• Definition of vendor risk management 
• The stages within vendor risk management 
• Who is generally responsible for what in a typical lifecycle 
• Areas we recommend you check out for continued learning 

The Ultimate Third Party Risk 
Management Dictionary 

We’ve put together a comprehensive dictionary of third 
party risk terms and phrases. To be successful in vendor 
management, it’s critical to make sure that you understand 
key phrases and terms used by nearly every professional in 
the industry. 

Whether you are new to vendor management, or just need 
to brush up on a few concepts, this dictionary will have you 
covered. Developed by industry experts, you can reference 
this third party management dictionary for key words in the 
vendor management process. 

Download Now

Download Now

https://hubs.ly/H0g799j0
https://www.venminder.com/hubfs/Website_Downloads/eBooks/Venminder_-_The_Ultimate_Third_Party_Risk_Management_Dictionary.pdf
https://www.venminder.com/hubfs/Website_Downloads/Infographics/Venminder_-_Vendor_Risk_Management_Cheat_Sheet.pdf
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12
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How to Master Vendor Contract 
Management 

The contract management function is not simply about trying 
to negotiate the best financial and legal terms but also a key 
component of managing risk and vendor relationships 
within your organization. 

This eBook serves as your tool to master vendor contract 
management. 

Download this eBook for:
• 5 phases of vendor contract management 
• 14 major elements of a vendor contract 
• Elements of an SLA 
• 4 key provisions of a critical vendor contract 
• 8 common vendor contract management challenges and 9 

best practices 

Guide to Your Vendor Risk Management 
Policy, Program and Procedures  

Vendor risk management requires a fully documented set of 
practices that includes a high-level policy, comprehensive program 
and detailed procedures. If time is invested and it’s done correctly, 
these documents can really help protect your organization and   
your customers. 

Download this eBook now to ensure that you’re creating them with 
recommended components and industry best practices in mind. 

Download this eBook for:
• Key components of your third party risk management policy, 

program and procedures 
• Tips for creating and using each document 
• How the Lines of Defense strategy is involved 
• Best practices to follow and more 

Download Now

Download Now

https://hubs.ly/H0g799j0
https://www.venminder.com/hubfs/Website_Downloads/eBooks/Venminder_-_Guide_to_Your_Vendor_Risk_Management_Policy,_Program_and_Procedures.pdf
https://www.venminder.com/hubfs/Website_Downloads/eBooks/Venminder_-_How_to_Master_Vendor_Contract_Management.pdf
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The Differences Between a High-Risk and 
Critical Vendor 

One of the most frequent questions we hear is “is there a 
difference between a high-risk vendor and a critical vendor?” 

Well, there’s a different definition and, therefore, real differences. 
To help, we’ve created an infographic to walk you through the 
distinction. 

Download this infographic for:
• Definitions of the 2 divisions of risk  
• Examples of a high-risk vendor and a critical vendor 
• 3 fundamental questions you should ask your vendor

Vendor Vetting: 19 Things You 
Should Be Doing 

Have you taken these 19 steps for every third party 
provider? 

As part of your vendor due diligence process and regardless 
of risk level, there are 19 items your organization should be 
committing to file for every third party with which you do 
business. 

Download this eBook to learn:
• What 19 items you should have on file for every         

third party  
• Why you need to take these steps for your vendors 
• Where to source the data for your third parties 

Download Now

Download Now

https://hubs.ly/H0g799j0
https://www.venminder.com/hubfs/Website_Downloads/eBooks/Venminder_-_Vendor_Vetting_19_Things_You_Should_Be_Doing.pdf
https://www.venminder.com/hubfs/Website_Downloads/Infographics/Venminder_-_The_Differences_Between_a_High_Risk_and_Critical_Vendor.pdf
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Analyzing a Vendor SOC Report – How 
to Guide 

As part of your vendor management program, you should be asking 
many of your vendors for a copy of their SOC audit report, especially 
your critical or high-risk vendors. 

To help guide you and your team in reading and understanding these 
complex reports, we’ve put together a step-by-step guide that breaks 
down the SOC report into easy to comprehend elements.  

Download the guide for:
• Why you need your vendor’s SOC audit report
• Understanding if you need their SOC 1, SOC 2 or both
• Scope: Determining if your product/service is covered in the report
• An overview of the narrative and the controls sections
• Understanding complementary user entity controls and the 

associated risk

Creating an Effective Vendor Contract 
Management System 

Of all of the areas of third party risk management, perhaps the most 
difficult is handling contracts effectively. Whether it’s negotiating, 
tracking or simply finding all of them, contracts can be a real challenge. 

We see thousands of vendor contracts come across our desks, so we 
thought we’d create an eBook to show just what effective contract 
management looks like.  

Download this eBook for:
• Best Practices: How to compare your system 
• Examiner Expectations: A summary of the key guidance 

expectations  
• Common Issues and Consequences: Do you have any of these? 

If so, what’s the risk to your organization? 

Download Now

Download Now

1GUIDEVendor Contract
Management System

CREATING AN EFFECTIVE 

Vendor Contract  
Management System

CREATING AN EFFECTIVE 

Copyright © 2019 by V  enminder, Inc.

https://hubs.ly/H0g799j0
https://www.venminder.com/hubfs/Website_Downloads/eBooks/Venminder_-_Creating_an_Effective_Vendor_Contract_Management_System_eBook_GN.pdf
https://www.venminder.com/hubfs/Website_Downloads/eBooks/Venminder_-_How_to_Guide_-_Analyzing_a_SOC_Report_GN.pdf
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Creating a Proper Vendor Risk Assessment 
Questionnaire 

Understanding the risk, whether for new or existing third party 
products or services, often starts with a questionnaire. Creating a 
questionnaire in and of itself can be quite a large task.  

Download this eBook to learn our recommended steps for how to 
create a vendor risk assessment questionnaire. 

Download this eBook for:
• Steps to creating your questionnaire 
• Inherent vs. residual vendor risk 
• Should you create questionnaires by product or service 
• Avoiding going overboard 
• How vendor risk assessments lead to proper oversight 

Mini Vendor Risk Management Handbook 

Successful vendor risk management starts with 
knowing who your vendors are. It also involves having a 
process in place that keeps your list and process up to date. 

To help you and your team, we’ve put together a mini 
handbook full of handy pointers.  

Download this eBook for:
• What is vendor risk management and its importance 
• How to create, manage and update your vendor list 
• The lifecycle stages of vendor risk management 
• 10 best practices to follow 
• Links to all relevant regulations 

Download Now

Download Now

https://hubs.ly/H0g799j0
https://www.venminder.com/hubfs/Website_Downloads/eBooks/Venminder_-_Mini_Vendor_Risk_Management_Handbook.pdf
https://www.venminder.com/hubfs/Website_Downloads/eBooks/Venminder_-_Creating_a_Proper_Vendor_Risk_Assessment_Questionnaire.pdf
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20
State of Third Party Risk Management 
2019 

Venminder’s State of Third Party Risk Management 2019 
whitepaper provides insight into how financial services and 
financial technology companies manage third party risk 
management in today’s increasing regulatory and risky climate. 

Download the whitepaper for insights, trends and more.  

And, be on the lookout for our 2020 whitepaper.

Download Now

Subscribe

Subscribe to Venminder by emailing 
“subscribe” to resources@venminder.com 

https://hubs.ly/H0g799j0
mailto: resources@venminder.com
https://www.venminder.com/hubfs/Website_Downloads/Whitepapers/Venminder_-_State_of_Third_Party_Risk_Management_2019.pdf


Download free due diligence samples and see 
how Venminder can help you reduce your third 
party risk management workload. 

Download Now

About Venminder
Venminder is a leading third party risk management provider dedicated to helping the financial services industry mitigate vendor risk.  

Venminder’s team of due diligence experts offer a suite of services that can significantly reduce the workload by addressing the 
tactical challenges of vendor management tasks. Venminder’s vendor management software can guide a user through critical 
processes such as risk assessments, due diligence requirements and task management. 
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