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It’s important to consider best practices as you embark on your 2019 third party risk 
management journey. Some of the recommendations this year follow suit with previous years; 
however, there are certainly a few new focal points that you should familiarize yourself with. 

Take into consideration the following 23 third party risk best practices: 

Develop a firm set of third party risk policy, program and procedures 
documents.
If you’ve already created the documents, be sure to revisit the documentation to 
confirm no changes need to be made. Always make changes as processes and 
regulatory guidance change.

Require that your third party risk policy and program receive annual approval 
from the board of directors. 
Your examiner will likely want to see the approval date and any discussion of it in the 
meeting minutes.

Continue to follow the 6 pillars of vendor management.
Use these as a guideline to properly manage risk and vendor relationships. The 6 
pillars are vendor selection, risk assessment, due diligence, ongoing monitoring, 
contract management and reporting.

Define standards for selecting a new third party. 
Have a list of due diligence requirements that must be obtained and reviewed when 
vetting a vendor during the selection phase. 
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Ensure the business units understand their roles. 
A good way to help them understand their responsibilities is to outline them in the 
procedures documentation. 

Review your vendor list to have an understanding of which vendors are 
actively managed. 
Note any vendor exclusions – and list out who your critical, high, medium and low 
risk vendors are.

Create a comprehensive set of due diligence procedures, coupled with well-
documented analyses. 
Ensure that your document collection is all-inclusive and that the documentation 
gathered is thoroughly analyzed by subject matter experts (SMEs).

Involve internal or external SMEs to assist with the review of complex matters 
like SOC reports and cybersecurity initiatives. 
If you don’t have a SME at your organization who can perform a thorough analysis of 
a vendor’s due diligence, outsourcing to a third party expert can often save time and 
guarantee work product that is high quality.

Assess the risk of doing 
business with each vendor. 

Determine both the business impact risk, 
meaning if the vendor is critical or non-
critical, and the regulatory risk implications, 
meaning the vendor’s final risk rating which 
is often low, medium or high risk. 
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Establish manageable and sustainable ongoing monitoring techniques 
tailored to the risk associated with the product or service. 
Not all vendors are created equal so it’s imperative to no longer have a “check-the-
box” mentality. 

Insist on stringent ongoing monitoring standards. 
Create disciplined processes to ensure the information is returned, reviewed, 
reported and reacted to.

Update all vendor documentation on a regular basis along with internal 
reports. 
Ensure that the frequency of updates is dictated by the level of risk represented by 
the product or service being provided. Establish scalable processes for conducting a 
new risk assessment, ongoing monitoring/due diligence and contract structuring so 
that you can more easily make these updates.

Remember that the role of third party risk management is still on high alert 
for cybersecurity and exam scrutiny.
This means be prepared. 
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Implement strong vendor 
contract management practices.

A good practice is to keep it centralized, 
with accurate tracking of key dates and 
terms so that a renewal/termination notice 
period or significant date isn’t missed.
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If you haven’t already done so, implement GDPR (General Data Protection 
Regulation) protections into your procedures.
It’s a European regulation but if you process any EU data, then you should implement 
GDPR best practices at your organization.  

Engage the first line of defense. 
The first line is the business line interacting with customers and vendors at 
the transaction level. Understand their pain points and create a framework of 
communication. They are, after all, the vendor’s daily contact and will have a lot of 
information to share regarding the vendor and their overall performance.

Review relevant guidance from your prudential regulator and the FFIEC. 
However, also review other regulatory guidance even if it’s not the regulation that 
directly impacts your industry. We’ve learned that regulators watch one another; 
therefore, implementing relevant guidance released by them is a great way to adapt 
and grow your own program.

Involve senior management 
and the board in vendor risk 
management discussions to 
ensure everyone is on the same 
page. 

Regulators require it, examiners expect it 
and it’s an overall business best practice.
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Self-audit your third party risk management program. 
Have the internal audit team, or an outside firm if necessary, perform self-audits 
periodically. It’s much better to become aware of a deficiency before an examiner or 
regulator discovers it.

Review relevant enforcement actions for elements that may be present in 
your own organization. 
Study them as a lens for practices that may be of concern.

Have a strong reporting process.
Remember to always provide the board with reports that highlight any concerns or 
issues regarding high risk and critical vendors. 

Continue to learn. 
Attend webinars, conferences and read the news as much as possible – and track the 
participation – it can help to show the continuous investment of time and money. 
There are a lot of free resources available that can be very powerful tools.

Be prepared for exams. 
How can you do this? 

We recommend you verify all documents are 
current, that correct and updated regulations 
are cited throughout your policy and program 
documentation and that you understand the 
scope of the exam.
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Download free due diligence 
samples and see how Venminder 
can help you reduce your workload. 

Download Now

About Venminder
Venminder is a leading third party risk management provider dedicated to helping the financial services industry mitigate 
vendor risk.  

Venminder’s team of due diligence experts offer a suite of services that can significantly reduce the workload by addressing 
the tactical challenges of vendor management tasks. Venminder’s vendor management software can guide a user through 
critical processes such as risk assessments, due diligence requirements and task management. 
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