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Of all of the areas of third party risk management, 
perhaps the most difficult is handling contracts 
effectively. Whether it’s negotiating, tracking or simply 
finding all of them, contracts can be a real challenge. 
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So what does an effective contract 
management system look like?
WHAT IS VENDOR  
CONTRACT MANAGEMENT?

BEST PRACTICES IN  
CONTRACT MANAGEMENT

Vendor contract management is a well-managed process for handling all agreements with 
your company’s third parties from start to finish. This includes all aspects of the contracts, 
from standards on what should be included, to who is authorized to sign, to how they are 
centrally stored, to how they are tracked, to key provisions that must be included, to how your 
customer’s information is protected and much more.

Ideally, your company will have one designated area for all contracts – stored in one repository 
with tracking to make sure key terms, like expiration dates and renewal notice periods, are 
always observed. If the contract process was already decentralized, it is extraordinarily difficult 
to get it all into one location, physical or electronic. It’s not unusual to have people rifling 
through filing cabinets to find old forgotten contracts. Putting the time and the effort into it are 
well worth it – after all, there is a great deal of responsibility written into each party’s side of the 
contract. Ideally, the contract negotiation and writing are done by an experienced staff,  
including your legal counsel.
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COMMON ISSUES AND PROBLEMS IN 
MANAGING CONTRACTS

CONSEQUENCES OF NOT MANAGING 
CONTRACTS WELL

Setting aside the decentralized, often fragmented location 
of contracts, there are many other things that can go 
horribly wrong in contract management. In a haphazard 
approach to handling the agreements, you may have 
multiple contracts with the same vendor from your 
different lines of business – this can result in inconsistent 
provisions, poor tracking and even missing pricing 
opportunities. Additionally, if the authority to develop and 
negotiate a contract is delegated out to various business 
areas, you can easily inadvertently omit key parts of the 
contract simply because the business manager wasn’t 
aware of what needed to be included. 

There are too many bad things that can happen to possibly list them all, but some of the big 
ones bear mentioning. The real dangers are missing key dates, such as allowing a contract to 
auto-renew because you missed the date to notify this under-performing vendor that your 
company “wants out”.  Additionally, if the contract doesn’t have strong mutual performance 
expectations, you may have little or no leverage to ensure that the vendor behaves the way that 
you’d expect. Perhaps the contract doesn’t contain the rights to audit or obtain appropriate due 
diligence or doesn’t have agreements to safeguard your customer’s confidential information, 
strong requirements around regular reporting or notification provisions in the event of a data 
breach – all of these can put your company (and your customers) at real risk.
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NATURE AND SCOPE 
OF THE AGREEMENT 

Laying out key terms for the  
contract, particularly around  
the safeguarding of information,  
the frequency of review and a  
well-documented process for entering 
into a new relationship.

RESPONSIBILITIES FOR 
PROVIDING, RECEIVING 
AND RETAINING 
INFORMATION 

Strict standards on frequency and scope of 
reporting, addressing other regulations and 
even providing an exit should one party fail 
to meet its obligations.

INSURANCE

The requirement to provide 
adequate insurance specific to 
the nature of the relationship.

PERFORMANCE 
MEASURES  
OR BENCHMARKS 

Identifying expectations 
and responsibilities on both sides of the 
relationship and the regular reporting 
required to support it.

RIGHT TO AUDIT AND 
REQUIRE REMEDIATION 

Again, this is one of the items we 
frequently see missed – the ability 
to obtain adequate due diligence and review 
reports of controls and other examinations.

DISPUTE RESOLUTION 

Determine ahead of time 
how key differences will be 
settled.

KEY EXPECTATIONS USUALLY INCLUDE THE FOLLOWING
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LIMITS OF LIABILITY 

Determine who is responsible 
for loss or damage.

CUSTOMER  
COMPLAINTS 

Require notification and 
prompt resolution of any level of complaints.

FOREIGN-BASED 
THIRD PARTIES 

Establish expectations on 
selection, hiring and training of 
third parties and focus on their standards for 
protecting your customers’ information.

DEFAULT AND 
TERMINATION 

Set standards on what events 
may lead to termination of the agreement 
and spell them out in clear and definitive 
terms.

SUBCONTRACTING

Establish standards and 
approval requirements for 
engaging additional downstream providers, 
particularly if they have access to your 
customer’s information.

EXAMINER  
SUPERVISION

Your regulator will expect the 
rights to review all work products associated 
with the vendor.
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RESPONSIBILITY FOR 
COMPLIANCE WITH ALL 
APPLICABLE LAWS AND 
REGULATIONS 

Self-explanatory, but the service provider 
must follow the rule of law.

OWNERSHIP AND 
LICENSE  

Who can use your company’s 
brand, and, most importantly, 
impact the reputation.

BUSINESS RESUMPTION 
AND CONTINGENCY 
PLANS  

Identify what the protocols are 
to maintain normal operations,  
as best possible, when disaster strikes.

COST AND COMPENSATION 

This is often the part that gets 
the most attention and cause 
other areas to be overlooked.

CONFIDENTIALITY AND 
INTEGRITY 

Clear guidelines on expected 
behavior and proper 
maintenance of records.

INDEMNIFICATION 

Which party is liable in the  
event of something bad happening.
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Contract management isn’t easy – it requires a commitment, not only by the parties involved, 
but by your entire company to make sure that agreements are entered into only in a very 
prescribed, controlled, centrally managed and uniformly enforced manner. 

Your board and your senior management team must rigidly adhere to these standards in the 
best interests of your company, your examiners and your customers.

And, finally….

Venminder can help by reviewing your vendor contracts from  
top to bottom and produce a comprehensive report.  

Download a free sample of our Contract Review Report now.

ABOUT VENMINDER

Venminder has a team of due diligence experts who can significantly reduce your vendor management 
workload. The firm addresses the tactical challenges of vendor management tasks such as collecting 
compliance documentation, analyzing a vendor’s financial health, deploying paralegals to assist with vendor 
contracts, reviewing a vendor’s SSAE 18, monitoring a vendor’s cybersecurity posture and much more. 
Venminder also has a software solution to organize, track and report findings to Senior Management, the 
Board of Directors and, ultimately, the examining bodies.  

While companies cannot outsource ownership of vendor risk, they can outsource the tactical work of 
assessing the risk. 

Visit www.venminder.com for more information. If you would like to schedule a demo of Venminder software 
and services, click here or call (270) 506-5140. For vendor management resources visit Venminder’s Resource 
Library.

http://hubs.ly/H0461Nj0
http://hubs.ly/H0461Nj0
http://hubs.ly/H0461Nh0
http://hubs.ly/H0461YH0
http://hubs.ly/H0461YH0



